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A bit of context

Block cipher
A family of bijections & = (Ex),cx: V keK, E: F3 = 3.
Bij(FF3)
& -1
v = Ex(x) — x=(Ex) " (v)
x Ej
Kerckhoffs

- Publicly known bijections &
- Only the choice of E, by A and B is unknown
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Block ciphers in practice

v =E (%) = x=(E))

Indistinguishability
[ E de¢ ] indistinguishable from [ F & Bij(F5) |.

Major constraints
|K| = 2128 n = 64,128
- & should be easily implemented,

- & should be “easily” analyzed.
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Symmetric Cryptography
[e]e] 1o}

Substitution Permutation Network (SPN)

3-step round function
- Local non-linear layer, global linear layer, and key/constant addition
- Repeat r times

S-box layer Linear layer Key addition layer

128 bits

o

Round 0 Round 1 Round r —1

& should be easily implemented &
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Differential distinguisher

Differential distinguisher
Find o, 7 st. for many k,  E.(x+ ) = Ex(x)+ 7 has many solutions x.

Random permutation F
F(x 4+ o) + F(x) = 7 with proba 27".
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Differential distinguisher

Differential distinguisher
Find o, 7 st. for many k,  E.(x+ ) = Ex(x)+ 7 has many solutions x.

Random permutation F
F(x 4+ o) + F(x) = 7 with proba 27".

Wide trail strategy
- Sbox layer, ~» 5(x 4+ @) = 5(x) +  must have few solutions for all . 7
- Linear layer must diffuse a lot

- Key schedule should be built carefully.
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Differential distinguisher

Differential distinguisher
Find o, 7 st. for many k,  E.(x+ ) = Ex(x)+ 7 has many solutions x.

Random permutation F
F(x 4+ o) + F(x) = 7 with proba 27".

Wide trail strategy
- Sbox layer, ~» 5(x 4+ @) = 5(x) +  must have few solutions for all . 7
- Linear layer must diffuse a lot

- Key schedule should be built carefully.

How much differentially-resistant can an Sbox be?
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Vectorial Boolean functions

F:Fj — Fj

Representations
- Multivariate F = (Fy,..., F,) where F;: F; — F»
- Univariate: (up to identification) F: Fan — Fp»

n coordinates in n variables ()

1 coordinate, 1 variable (IF»)

Jules Baudrin (Inria)
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Vectorial Boolean functions

F:F} — F}
Representations
- Multivariate F = (Fy,..., F,) where F;: F; — F» n coordinates in n variables ()
- Univariate: (up to identification) F: Fan — Fp» 1 coordinate, 1 variable (F2»)

Every function is polynomial
- Multivariate degree max;—1 . ,(deg(F;))
- Univariate degree deg(F)

- Linear, quadratic. .. refer to multivariate
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Vectorial Boolean functions

F:F} — F}
Representations
- Multivariate F = (Fy,..., F,) where F;: F; — F» n coordinates in n variables ()
- Univariate: (up to identification) F: Fan — Fp» 1 coordinate, 1 variable (F2»)

Every function is polynomial
- Multivariate degree max;—1 . ,(deg(F;))
- Univariate degree deg(F)

- Linear, quadratic. .. refer to multivariate

F:Fye —>F26,XI—>X3+X10+UX24 deg(F):24
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Vectorial Boolean functions

F:F} — T}
Representations
- Multivariate F = (F1,...,F,) where F;: F} — F» n coordinates in n variables (F3)
- Univariate: (up to identification) F: Fon — Fa» 1 coordinate, 1 variable (F2»)

Every function is polynomial
- Multivariate degree max;—1 .. ,(deg(F;))
- Univariate degree deg(F)

- Linear, quadratic. . . refer to multivariate

F:Fp — Fae, X = X3 + X104 ux2 deg(F) =24
F1 = x1X4 + X1X5 + XoX3 + XoXg + X3 + X4X5 + XaXg + Xa + X5 deg(Fl) =2
Fo = x1x0 + x1X4 + XoXa4 + XoX5 + X2 + X3Xa + X3X6 + Xa + X5X6 + X6 deg(Fg) =2
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Vectorial Boolean functions

F:F} — F}
Representations
- Multivariate F = (Fy,..., F,) where F;: F; — F» n coordinates in n variables ()
- Univariate: (up to identification) F: Fan — Fp» 1 coordinate, 1 variable (F2»)

Every function is polynomial
- Multivariate degree max;—1 . ,(deg(F;))
- Univariate degree deg(F)

- Linear, quadratic. .. refer to multivariate
F:Fay — Fao, X — X3 + X104 yx2 deg(F) = 24

F is quadratic
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Vectorial Boolean functions

F:F} — F}
Representations
- Multivariate F = (Fy,..., F,) where F;: F; — F» n coordinates in n variables ()
- Univariate: (up to identification) F: Fan — Fp» 1 coordinate, 1 variable (F2»)

Every function is polynomial
- Multivariate degree max;—1 . ,(deg(F;))
- Univariate degree deg(F)

- Linear, quadratic. .. refer to multivariate
F:Fay — Fao, X — X3 + X104 yx2 deg(F) = 24

F is quadratic 3 = 0b000011, 10 = 0b001010, 24 = 0b011000
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APN functions

Vo, 0, 0p(on, 7)) = {x € Fan, F(x+ )+ F(x) = 7}
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APN functions

Vo, 0, 0p(on, 7)) = {x € Fan, F(x+ )+ F(x) = 7}

Differential uniformity
The differential uniformity of F is Ar := maxq0,50r(c, 7).
A function is Almost Perfect Non-linear (APN) if Ar = 2.
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mappings and APNness

APN functions

Vo, 0, 0p(on, 7)) = {x € Fan, F(x+ )+ F(x) = 7}

Differential uniformity
The differential uniformity of F is Ar := maxq0,50r(c, 7).
A function is Almost Perfect Non-linear (APN) if Ar = 2.

The linear case

F linear.
F(x+a)+F(x) = FxX)+F(a)+F(x) = F(o)

{ 27 if 3= F(a)

@ 70. O(2 ) = 0  otherwise.

Séminaire C2 - 05/06/2024
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APN functions

mic mappings and APNness

Vo, 0, 0p(on, 7)) = {x € Fan, F(x+ )+ F(x) = 7}

Differential uniformity
The differential uniformity of F is Ar := maxq0,50r(c, 7).
A function is Almost Perfect Non-linear (APN) if Ar = 2.

The linear case
F linear.
F(x+a)+F(x) = FxX)+F(a)+F(x) = F(o)

2" if f = F(«
@ 70. O(2 ) = { 0 otherwise(. )

The APN case
F APN. Then ¥ 0 £0, |{7, 6r(c, ) > 0} =21,

Jules Baudrin (Inria)
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Equivalence relations

B F,G:Fj— Ty, gF:{(FXX)),XEan}, QG:{(GXX)>,XEIF2"}

Jules Baudrin (Inria) Séminaire C2 - 05/06/2024



tric Cryptography Background on APN functions is of the Kim mapping ic mappings and APNness
[e]e] leJele]e]

Equivalence relations

B F,G:Fj— Ty, gF:{(FXX)),XGan}, gG:{(GXX)),xelen}

Affine equivalence

-1
FropaG <— FAB AoFoB=G — (BO Z)g/::g@

with A, B affine, bijective.
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Equivalence relations

B F,G:Fj— Ty, gF:{(FXX)),XGan}, gG:{(GXX)),xelen}

Affine equivalence

FrpG <> JAB AcFoB=G <> ( . Z)gngc

with A, B affine, bijective.

Extended-affine equivalence

Frga G <= JAB,C AoFoB4+C=G <+ (CBE;_ll S\)QF:QG

with A, B, C affine, A, B bijective.

Jules Baudrin (Inria)
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Equivalence relations

B F,G:Fj— Ty, gF:{(FXX)),XGan}, gG:{(GXX)),xelen}

Affine equivalence

Fr~aG < 3JAB AocFoB=G < (B_l 2\>QF=QG

with A, B affine, bijective.

Extended-affine equivalence

Frea G <= JAB,C AocFoB+C=G6 <« (B_l S\)szgc
with A, B, C affine, A, B bijective.

CCZ equivalence
F~cez G < 3 A affine, bijective A(g/_‘) =Gc. A=L+c

Jules Baudrin (Inria) Séminaire C2 - 05/06/2024
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CCZ equivalence and differential properties

) Froga G <> JAB,C AocFoB+C=G
F ~cez G < 3 A affine, bijective A(g/_‘):g(;. A=L+c

Example
Let F: Fy» — Fyn bijective. Then F ~ccz F L.

0 Id
Gp1 = (Id O)gF

Jules Baudrin (Inria) Séminaire C2 - 05/06/2024



etric Cryptography Background on APN functions of the Kim mapping

[o]e]e] Jolele)

mappings and APNness

CCZ equivalence and differential properties

Fr~ea G <= JAB,C AoFoB+4+(C=G
F ~ccz G <= 3 A affine, bijective  A(Gr) = G¢.

Example
Let F: Fy» — Fyn bijective. Then F ~ccz F L.

0 Id
Gr1 = (Id O)gF
Main usage of CCZ equivalence
Let F ~ccz G. Then VY a,3, (o, 8) =8r(L7Y(ey, B)).

Jules Baudrin (Inria)

A=L+c
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CCZ equivalence and differential properties

Fr~ga G < 3JABC AoFoB+C=G

F ~cez G < 3 A affine, bijective A(g/_‘) =Gc. A=L+c
Example

Let F: Fy» — Fyn bijective. Then F ~ccz F L.

0 Id
Gp1 = (Id O)gF
Main usage of CCZ equivalence
Let F ~ccz G.  Then Y a,3, dc(a, ) =0r(L7Y (o, ).
Invariants
F ~CCzZ G — A/: = Ac.;.

F ~ccz G =5 multideg(F) = multideg(G).
But F ~ga G = multideg(F) = multideg(G).
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nown APN constructions

Qb\
S
0@%@\ b%\b
\5&}0& &
S NS
Y ! # # ——— ! % % %
1995 2000 2005 2010 2015 2020
- 1992: APN definition [NybKnu92]
- 1993: First APN power mappings x — x2'+1 [Nyberg93]

- 1993-2001: 5 more families of APN non-quadratic power mappings
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etric Cryptography

mappings and APNness

wn APN constructions

Qb\
R
S &
e S
VP &
S8 <
Y ! % % ———t ! ? ? ?
1995 2000 2005 2010 2015 2020
- 1992: APN definition [NybKnu92]

- 1993: First APN power mappings x — x2+1
- 1993-2001: 5 more families of APN non-quadratic power mappings

- 2006: First APN functions CCZ-inequivalent to a power function.
- 2007-2024 : ~ 20 infinite families of quadratic APN functions.

Jules Baudrin (Inria)
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LOTS of open questions

Two major classes
1) Power mappings x — x9
2) Quadratic functions

All known APN functions are CCZ-equiv to 1) or 2) ... except one.

More APN functions CCZ-inequivalent to monomials and quadratic functions?
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LOTS of open questions

Two major classes
1) Power mappings x — x9
2) Quadratic functions

All known APN functions are CCZ-equiv to 1) or 2) ... except one.

More APN functions CCZ-inequivalent to monomials and quadratic functions?

APN bijections
- Some are known for odd n (e.g. APN powers)

- None are known for even n ... except one.

Big APN problem: More APN bijections in even dimension ?
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Symmetric Cryptography

Background on APN functions
000000e

Zoo of APN functions

Cryptanalysis of the Kim mapping

clotomic mappings and APNness

ID Functions Conditions Source
Fl- | g2 1 4o —1g? +27 n = pk,ged(k,3) = ged(s,3k) = Lp € | [10]
F2 {3,4},i = skmodp,m = p—in >
12, u primitive in Fjn
F3 | satt 42 g tC ) p ety [ g = 2™ n = 2m, ged(im) = L c €| [9]
cig e Fan,s € Fan \ By, X2+ 4 eX? 47X +
1 has no solution z s.t. 297 =1
F4 | 2® +a 'Tra(a’a?) a#0 [T8N]
F5 | 2° +a ' Tr(a’a” + a°2'®) 3ln, a #0 [12]
F6 | 2® +a " Tr}(a’z'® + al?2%) 3n,a#0 [12]
Fr- | wa® T 2?2 4 ue? | n = 3k, ged(k,3) = god(s,3k) = Lv,w € | [7]
FO | wu g2 42 For,vw # 1,3|(k + s), u primitive in F3n
FI0 | @22 1 4 8% 1 4 [ n=3m,modd L(x) = az® " +ba® +cz | [8]
az®" 4 52?2 4 (P + o) satisfies the conditions of Lemma 8 of [8]
Fil | 2 + a(@ ™) + 82*?" + | n=2m =10, (a,b,c) = (8,1,0,0),i =3, | [13]
e o k=2, B primitive in Fy2
n=2m, modd, 3fm, (a,b,¢c) = (8,5%1),
B primitive in Fy2, i € {m — 2,m,2m —
1,(m—2)"" modn}
F12 | aTxl, (ba® 1) + a9 el (ce® HY) n=2m,modd, g =2",a ¢ Fg,ged(i,n) = | [37]
1, 4,5, b, c satisfy the conditions of Theorem 2
FI3 | L(z)> T 4022 T ged(s,m) = 1,0 € Fim, 4 € Fjam, L(2) = | [30]
2™ 4 uz® + 2 permutes Fasm

ID | Functions Conditions Source
Fl4[ (zy,22 1 + ay@ D) T ged(k,m) = 1, m even, a not a cube | [38]
F15] (zy, ¥ t2" 22"+ 4 az + b has no root in Fam [34]
o gm
az? "y + by )
F16| (zy,x?+! + [ (a1 4 b2? 4+ 127 4 227 [15]
ziw'y'/zyr’“ + bzy* + | has no roots in Fam
Eyzurl
F17| (@1 + 2% 4+ | ged(Bim)=1 [26]
P g2 g2y
)
FI8| (¥ + 27 + | ged(3i,m) =1, m odd [26]
y2 2Py + 3y
FI9| (z®+zy? +y° + oy, 2%+ | ged(3,m) =1 [30]
Yy +1° + oy + %2
F20[ (77T + By o™y + [0 < k < m, ¢ = 2F, r = 2FFM72 1 [27]
Hay”) m = 2 (mod4), ged(k,m) = 1,
a € F},. ., B € Fam, B not a cube,
Bat+T £ gdt!
B2 (z77 +  xy?  + | k,m > 0, ged(k,m) = 1, ¢ = 25, | [16]
nzyq“,z‘f“ + nzz‘fy + | a € Fam, 297" + & 4 o has no roots
(1+ @)zy? + ay?t!) | in Fom
F22| (z%+zy+ay’+ay®,2°+ | @ € Fom, 2° + 7 + o has no roots in | [16]

zy+azy’ +azty+(1+
a)’zy" + ay®)

Fom

Jules Baudrin (Inri
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ID | Functions Conditions Source
ID | Functions Conditions Source El4| (zy, o+ ‘fmay(zk“)z‘) ged(k,m) =1, m even,  not a cube | [38]
> = FI5| (zy, 2" 2 22"+ 4 az + b has no root in Fam [34]
Fl- | a2 71 42 ~1g? +2 n = pk,ged(k,3) = ged(s,3k) = Lp € | [10] Qg s )
) : . e e
f + | (et 4 ba? + 12 4 g2 (15)
. . " .
m =7 ey Relationships between each others? - bay” + | has no roots in Fyn
ag2ta
- rTT——— oy®  + | ged(3i,m) =1 26]
T T D
F4 | 2® +a 'Tra(a’a?) a#0 1 yzbﬂ,z + ¥y +
F5 | o +a 'Tri(a®2 + a’a') 3 a£0 121 v 1) - ‘
F6 | 2 + a~ Tx} (%2 + al%a®) 3In,a £ 0 121 F18 (z + omn o+ ged(3i,m) =1, m odd [26]
FI- | ue® Ftu?a? T ez Tt | o= 3k, ged(k,3) = = y* 2%y + 2y?)
= 3k, ged(k,3) = ged(s,3k) = Lv,w € | [7] . 5
B9 | wut g2 et Fye,ow # 1,3|(K + 5), u primitive in Fjn F19 (9‘01 +zy5 +y +xyz,a?2 + | ged(3,m) =1 [30]
F10 [ a®7 0 4 9% 4 [ n=3m,m odd,L(z) = ez +ba® +ex | [8] Tyty o try ) 3 72
az®" 2 £ 52" 4 (P + o) satisfies the conditions of Lemma 8 of [8] F20 (az" . + By a2y + |0 <k <m,qg=2%r=2 | 1271
FIl | @ 1 o@ )" + t°® + |n=2m=10, (abc) = (8 Lol) Bz (mad Mdggd(k,m) = 1,
e(a? T2y k=2, B primitive in Fy2 i . . i B not a cube,
n=2mmou 3tm @b| IS this classification that wide? .
8 primitive in Fy2, i € {m )= 1, g = 2% | [l6]
1,(m—2)"" mod n} T T [ T S T T ¢  has no roots
F12 | aTip, (ba® ) + T (e ) n=2m,modd, g = 2", a ¢ Fg, ged(i,n) = | [37] (1 +a)tey” +ay*) | in Fom ]
1, 4,8,b, ¢ satisfy the conditions of Theorem 2 F22 (z‘+zy;razzy‘+a4y“,zs+ a € Fam, ° + z + a has no roots in | [16]
FI3 | L(z)7 F v 1 god(s,m) = L,v € Fym,p € Figm, L(z) = | [30] W+%ﬂlﬂmy+u+ Fom
2™ 4 uz® + 2 permutes Fasm )’zy" + ay®)
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The (only ?) solution to the big APN problem

Big APN problem

Does there exist an APN bijection in even dimension 7

Known facts
An APN bijection for n = 2t
- does not exist for n € {2,4}

- cannot be quadratic

ic mappings and APNness

[Hou06]

Jules Baudrin (Inria)
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The (only ?) solution to the big APN problem

Big APN problem

Does there exist an APN bijection in even dimension 7

Known facts
An APN bijection for n = 2t
- does not exist for n € {2,4}

- cannot be quadratic

Kim mapping

]F26 — F26

K
X — x3 + x10 + ux*

APN, quadratic, not bijective

clotomic mappings and APNness

[Hou06]
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The (only ?) solution to the big APN problem

Big APN problem

Does there exist an APN bijection in even dimension 7

Known facts
An APN bijection for n = 2t
- does not exist for n € {2,4}

- cannot be quadratic

Kim mapping
7*EA

]F26 — F26

K
X — x3 + x10 + ux*

APN, quadratic, not bijective

otomic mappings and APNness

[Hou06]
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The (only ?) solution to the big APN problem

Big APN problem

Does there exist an APN bijection in even dimension 7

Known facts [Hou06]
An APN bijection for n = 2t
- does not exist for n € {2,4}

- cannot be quadratic

Kim mapping Dillon et al.’s permutation
. {er s e #EA o {]1—?26 — Fae

] x — x3 4+ x10 4 yx?4 ~ccz ] x — P(x)

APN, quadratic, not bijective APN, not quadratic, bijective

[BDMW10]
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Walsh transform

Walsh transform
F: an — F2I‘l. @Y B e ]an.

0O®000000

)

((},, 3) = Z (_1)(1~x+3~F(x)

x€EFan

clotomic mappings and APNness

Jules Baudrin (Inria)
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Walsh transform

Walsh transform
F: an — F2I‘l. @Y B e ]an.

)

((},, 3) = Z (_1)(1~x+3~F(x)

x€EFan

Walsh transform and CCZ-equivalence
F, G: F2n —)FQn.
A=L4+c  AlGF) =Gc — G(o, B) = (=1)¢@AF(LT (o, B)) Ve, B € Fan

Jules Baudrin (Inria) Séminaire C2 - 05/06/2024 14 /27
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A cryptanalytic point of view

F,G: Fan — Fan F(o, B) == ZXern(—l)<“X+3‘F(X)_
A=L+c A(GF) = Gg — /G\(m,, 8) = (—1)C'(""j)/?(£—r((r, 3)) Vo, € Fan

Jules Baudrin (Inria) Séminaire C2 - 05/06/2024 15 /27
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A cryptanalytic point of view

S = Fl0, B) 1= Tepyn (—1) 70,
A=L+c -A(gF) =Gc < a((y, 6) = (_1)c-(a',“3) ﬁ(ﬁT((y, 8)) Vo, 3 € For

| B |
_22t 0 22t
—2t 2t

Dillon APN bijection
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Cryptanalysis of the Kim mapping
[e]e] lelelele]e]

A cryptanalytic point of view

S = Fl0, B) 1= Tepyn (—1) 70,
A=L+c -A(gF) =Gc < a((y, 6) = (_1)c-(a',“3) ﬁ(ﬁT((y, 8)) Vo, 3 € For

F({0} x F3,) = {0}.

F (o, B) F(F5, x {0}) = {0}.
Rl Far x {0} ) {0} x Far = {0}
_2:?23% LT linear bijection.

Dillon APN bijection
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Cryptanalysis of the Kim mapping
[e]e] lelelele]e]

A cryptanalytic point of view

F, G: ]an — Ian //‘_\(('\,,‘“5’) = er]an(_l)a‘X-Hj‘F(X)'
A=L+c  AlGF)=Gc G(a, B) = (=1)@AF(LT(a, B)) Vo, € Fan

Jules Baudrin (Inria) Séminaire C2 - 05/06/2024 15 /27



Cryptanalysis of the Kim mapping
OOOOOOOO

A cryptanalytic point of view

F,G: Fan — Fon I/-_\((‘,;i’) = ZXern(_l)a‘X*‘f—"F(X)_
A=L+c A(GF) = Gg (o, B) = (—1)C’(""*fj)//:\(£—r(('\, B)) Va,[ € Fan

Jules Baudrin (Inria) Séminaire C2 - 05/06/2024 15 /27



mmetric Cryptography 3 und on APN functions Cryptanalysis of the Kim mapping clotomic mappings and APNness

[e]e]e] le]elele)

Cosets of a subfield

Partition into cosets
- [ c LL finite fields of characteristic 2.

- [™* multiplicative subgroup of L* — L* = || +F*
ver
Any )\ € IL* can be uniquely written as A\ = ¢ with 4 € [, € ™.

sl
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N functions Cryptanalysis of the Kim mapping yclotomic mappings and APNness
[e]e]e]e] Telele]

The enigmatic Kim function

L =TFy,F=Fy AEL, o€, ver .

Kim mapping [BDMW10]
k: L — L

Ao A3 0y 2

for a specific u € L.
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ckground on APN functions Cryptanalysis of the Kim mapping oy a >Nness
[e]e]e]e] Telele]

e enigmatic Kim function

L =Fp,F =Fp AEL, p€eF, yerl.
Kim mapping [BDMW10]
k: L — L
A B0

for a specific u € L.

Key observation [BDMW10]
peF, el

K(pA) = (A)* + (M) + u(pA)* = ¢k())
because 3 =10 =24 mod 7 and |[*| = 7.
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ground on APN functions Cryptanalysis of the Kim mapping Cyclotomic mappings a
[ee]e]e]e] lele]

Cyclotomic mappings

ECHD NS SR L) Cal k(pA) = ¥3k(\) Vp e F, )\ el.
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on APN functions Cryptanalysis of the Kim mapping
[ee]e]e]e] lele]

Cyclotomic mappings

ECHD NS SR L) Cal k(pA) = ¥3k(\) Vp e F, )\ el.
[Wang07]

Cyclotomic mapping
(G C IL* a subgroup. F: L — L is a cyclotomic mapping of order d over © if:

VAEL,YpeG, F(pX)=p?F(N).
Here: G = [F*

18 /27
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nappings and APNness

ground on APN functions Cryptanalysis of the Kim mapping
[ee]e]e]e] lele]

mmetr

Cyclotomic mappings

k(pA) = ¥3k(\) Vp e F, )\ el.

B ki A = A3 A0 02
Cyclotomic mapping [Wang07]
(; C IL* a subgroup. F: 1L — L is a cyclotomic mapping of order d over G if:
VAEL,YpeG, F(pX)=p?F(N).
Here: G = F*

Polynomial characterization
F:A— 2,2;61 a;\' is a cyclotomic mapping of order d over C iff 3; 20 = i = d mod |G|

18 /27
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mappings and APNness

d on APN functions Cryptanalysis of the Kim mapping
[ee]e]e]e] lele]

etric Cryptography

Cyclotomic mappin

k(pA) = ¥3k(\) Vp e F, )\ el.

B ki A = A3 A0 02
Cyclotomic mapping [Wang07]
(; C IL* a subgroup. F: 1L — L is a cyclotomic mapping of order d over G if:
VAEL,YpeG, F(pX)=p?F(N).
Here: G = F*

Polynomial characterization
F:A— 2,2;61 a;\' is a cyclotomic mapping of order d over G iff 3; 20 = i = d mod |G|.
- Also known as Wan Lidl polynomials [WanLidl91]
[AkbWan07, BorPanWan23, Laigle-Chapuy07]
[ChenCoulter23, Gologlu23, BeiBriLea21]

18 /27

- Studies about graphs or permutations
- only a few about cryptographic properties
Séminaire C2 - 05/06/2024
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N functions Cryptanalysis of the Kim mapping yclotomic mappings and APNness
[ee]ele]e]e] o]

Properties of the Kim mapping (1/2)

fo A= A3 4+ A0 )24 s a cyclotomic mapping over [75: of order 3

Immediate corollary
F cyclotomic = F(\I) C F(\)F
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tric Cryptography d on APN functions Cryptanalysis of the Kim mapping ic mappings and APNness
[ee]ele]e]e] o]

Properties of the Kim mapping (1/2)

fo A= A3 4+ A0 )24 s a cyclotomic mapping over [75: of order 3
Immediate corollary

F cyclotomic = F(\I) C F(\)F

The Kim mapping case
o+ % is a bijection over 7, = F(A\F) = F(\)F.

Jules Baudrin (Inria)
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etric Cryptography d on APN functions Cryptanalysis of the Kim mapping

mappings and APNness
[ee]ele]e]e] o]

Properties of the Kim mapping (1/2)

fo A= A3 4+ A0 )24 s a cyclotomic mapping over [75: of order 3

Immediate corollary
F cyclotomic = F(\I) C F(\)F

The Kim mapping case
o+ % is a bijection over 7, = F(A\F) = F(\)F.

The subspace property [BDMW10]
F: L — IL satisfies the FF-subspace property if:

FOF) = FO)F ¥ A elL.

F(oA) = F(\)G () where G : ' — [ is bijective.

Jules Baudrin (Inria)
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Cryptanalysis of the Kim mapping
0000000

Properties of the Kim mapping (2/2)

Subspace prop: YV A, F(A\F) = F(\)F k(A) = A3 + 210 4 )24,
Cyclotomic: 3d,¥Y \,¥Y o, F(p)\) = F(\)e?
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functions Cryptanalysis of the Kim mapping

0000000

Properties of the Kim mapping (2/2)

Subspace prop: YV A, F(A\F) = F(\)F k(A) = A3 + 210 4 )24,
Cyclotomic: 3d,¥Y \,¥Y o, F(p)\) = F(\)e?
/ iy /“ ~aF
F P

. AN F(1)F
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tric Cryptograph d on APN functions Cryptanalysis of the Kim mapping ic mappings and APNness
0000000

Properties of the Kim mapping (2/2)

Subspace prop: YV A, F(A\F) = F(\)F k(A) = A3 + 210 4 )24,
Cyclotomic: 3d,¥Y \,¥Y o, F(p)\) = F(\)e?
/ Ay i ¥
N Not bijective Y /
F P

. AN F(1)F
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Symmetric Cryptograph ound on APN functions Cryptanalysis of the Kim mapping clotomic mappings and APNness

0000000

Properties of the Kim mapping (2/2)

Subspace prop: YV A, F(A\F) = F(\)F k(A) = A3 + 210 4 )24,
Cyclotomic: 3d,¥Y \,¥Y o, F(p)\) = F(\)e?
/ iy /“ ~aF
N Not bijective Y /
‘ F
. - ‘ F(1)r / 4’/ }
’ . " . / \\ \\aﬂr
'
F F(1)F
B T L ST T ST S Y B T ST, ST T ST S Y
o F(0)=0 Flp) =*F(1)
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Symmetric Cryptograph ound on APN functions Cryptanalysis of the Kim mapping clotomic mappings and APNness

0000000

Properties of the Kim mapping (2/2)

Subspace prop: YV A, F(A\F) = F(\)F k(A) = A3 + 210 4 )24,
Cyclotomic: 3d,¥Y \,¥Y o, F(p)\) = F(\)e?
/ iy /“ ~aF
N Not bijective Y /
‘ F
L. Fays \
’ . " . / \\ \\aﬂr
'
F Bijective, F)F
T T ST P S Y T i | B T ST, ST T ST S Y
0 1 ® monomia F(O) =0 F((,O) — 993,:(1)
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Cyclotomic mappings and APNness
000000

Subspace property and Cyclotomy

Subspace prop: V A, F(A\F) = F(A)F
Cyclotomic: 3 d,¥ A,V ¢, F(pX) = @?F())
Gen. cyclotomic: ¥ \,3 d\,¥ p, F(p)\) = ™ F()\)

Subspace prop.: F(AF) = F(A\)F F(AF) ¢ F(\)F

Generalized cyclotomic mapping

Power mapping

Cyclotomic mapping

Jules Baudrin (Inria) Séminaire C2 - 05/06/2024 21 /27



c Cryptograph APN functions the Kim ma g Cyclotomic mappings and APNness
(o] lelele]e]e]

Spectral point of view (1/2)

Subspace prop: ¥ )\, F(\F) = F(\)F. F(\p) = F(A\)Ga(y), with G\: F = TF
Fla, B) i= 3 ()2 *FF0)
A€L
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etric Cryptography d on APN functions of the Kim mapping Cyclotomic mappings and APNness
(o] lelele]e]e]

Spectral point of view (1/2)

Subspace prop: ¥ )\, F(\F) = F(\)F. F(\p) = F(A\)Ga(y), with G\: F = TF
Fla, B) i= 3 ()2 *FF0)
A€L

Decomposition of Walsh coefficients
[" system of representatives, o, 3 € .. F: L — IL satisfying the [-subspace property. Then:

Fla,8) = C+ > G (Trpyw (), Trnyw (BF(1))) -

~er
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etric Cryptography nd on APN functions lysis of the Kim mapping Cyclotomic mappings and APNness
O ole} (o] lelele]e]e]

Spectral point of view (1/2)

Subspace prop: ¥ )\, F(\F) = F(\)F. F(\p) = F(A\)Ga(y), with G\: F = TF
Fla, B) i= 3 ()2 *FF0)
A€L

Decomposition of Walsh coefficients
[" system of representatives, o, 3 € .. F: L — IL satisfying the [-subspace property. Then:

Fla,8) = C+ > G (Trpyw (), Trnyw (BF(1))) -

~er

Symmetries of Walsh coefficients

Let G: ' = V. F satisfies the subspace property with G, = G V A if and only if:
Va,B €L, Vo € F*,  F(a, BG(¢)) = F(ap™, B).
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Spectral point of view (2/2)

|
N e LA
L

oh
e
O]
2
:Ll'll
i
3
[l
X

Kim mapping r: A — A3 4 \10 4 )24 Cube over Fgq \ — )3
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Spectral point of view (2/2)

N e LA
L

2
e
O]
2
:Ll'll
i
3
[l
X

Kim mapping r: A — A3 4 \10 4 )24 Cube over Fgq \ — )3
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c Cryptograph APN functions the Kim ma

Walsh coefficients F(0, 3

Cyclotomic mappings and APNness

[e]e]e] le]ele)

Subspace prop: ¥ \, F(\F) = F(\)FE. F(\p) = F(A)G\(p), with G\: F = F
F ._ 1\ AHB-F(N) _ |Frem)|
F(e, B) == A%L( 1) Ny = —p

Jules Baudrin (Inria)
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etric Cryptography d on APN functions of the Kim mapping Cyclotomic mappings and APNness
[e]e]e] lele]e]

Walsh coefficients F(0, 3

Subspace prop: ¥ \, F(\F) = F(\)FE. F(M\p) = F(\)Ga(p), with Gy: F = F
F ._ 1\ AHB-F(N) _ |Frem)|
F(e, B) == A%L( 1) Ny = —p

Walsh coefficients in zero
F satisfying the subspace property. [L : ] = 2. Then

VBeL*, F(0,8) =2 (Ns1—1)
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etric Cryptography d on APN functions of the Kim mapping Cyclotomic mappings and APNness
[e]e]e] lele]e]

Walsh coefficients F(0, 3

Subspace prop: ¥ \, F(\F) = F(\)FE. F(M\p) = F(\)Ga(p), with Gy: F = F
F ._ 1\ AHB-F(N) _ |Frem)|
F(e, B) == A%L( 1) Ny = —p

Walsh coefficients in zero
F satisfying the subspace property. [L : ] = 2. Then

VBeL*, F(0,8) =2 (Ns1—1)

Kim mapping

[ I [ ]
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etric Cryptography d on APN functions of the Kim mapping Cyclotomic mappings and APNness
[e]e]e] lele]e]

Walsh coefficients F(0, 3

Subspace prop: ¥ \, F(\F) = F(\)FE. F(M\p) = F(\)Ga(p), with Gy: F = F
F .__ 1\ AHB-F(N) _ |Frem)|
F(a,ﬂ)-—-géi( 1) Ny = —p

Walsh coefficients in zero
F satisfying the subspace property. [L : ] = 2. Then

VBeL*, F(0,8) =2 (Ns1—1)

Cube
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Cyclotomic mappings and APNness
0O000e00

Subspace prop: ¥ )\, F(\F) = F(\)F. F(\p) = F(A\)Ga(y), with Gy: F S TF
-1
N, ::%—ﬂw)l Ni={yel,N, =i}

Subspace prop. when L = Foz, [F = Foe = F(0,8) = 2'(Ng-1 — 1)
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etric Cryptography nd on APN functions lysis of the Kim mapping Cyclotomic mappings and APNness
o 00 0O000e00

Subspace property and APNness

Subspace prop: ¥ )\, F(\F) = F(\)F. F(\p) = F(A\)Ga(y), with Gy: F S TF
[T i G5 | VAR R R
Subspace prop. when L = Fpor, [ = [y = :E(O,ﬂ) =2(Ng-1 — 1)

Necessary condition to be APN
F quadratic satisfying the subspace property. [ : ] = 2.
- If F is APN then Np + N > 21
- If L(F) = 28+ and N + Ns > @ then F is APN.
Proof: [BerCanChalL ai06]
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etric Cryptography nd on APN functions lysis of the Kim mapping Cyclotomic mappings and APNness
o 00 0O000e00

Subspace property and APNness

Subspace prop: ¥ )\, F(\F) = F(\)F. F(\p) = F(A\)Ga(y), with Gy: F S TF
-1
Ny = I~ |]F(\W)| Ni={yel,N, =i}

Subspace prop. when L = Foz, [F = Foe = F(0,8) = 2'(Ng-1 — 1)

Necessary condition to be APN
F quadratic satisfying the subspace property. [ : ] = 2.
- If Fis APN then A + A > 22H)
- If £L(F) = 25" and N + N > 22 then F is APN.
Proof: [BerCanChalL ai06]

One already-solved case [Gologlu2023, ChalLis21]
F quadratic cyclotomic when [LL : ] = 2.

-ft#3 FAPN <= F ~¢ccz Gold power

-ft=3 FAPN <= F ~ccz Gold power or F ~ccz k.
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Symmetric Cryptography

round on APN functions

Cryptanalysis of the Kim mapping

F: A Z?;al aj\ is cyclotomic of order d over G iff a; A0 =

mappings and APNness

4z permutes Fosm

D Functions Conditions Source
FI-Y 2?7 o 12 n = pk,ged(k,3) = ged(s,3k) = L,p € | [10]
‘ F2 {3,4},i = skmodp,m = p —in >
12, u primitive in Fjn
B3 | settl4o¥ 4 at@ D pop¥atly | g = 2™ n = 2m, ged(i,m) = 1, c €| [9]
Ig? e Fan,s € Fan \ By, X2+ 4 X% 4 "X +
Py 1 has no solution x s.t. z¢*! =1
4\| 2° +a ' Trn(a%2°) a#0 1]
F5 | 2° +a 'Tig(a’® +a%2™®) 3ln, a #0 [12]
F6 f| «° +a "I} (0% + a'%2%) 3n,a #0 [12]
F1- | ua® a2 T pug? T 4 | n = 3k, ged(k,3) = ged(s,3k) = Lv,w e | [7]
h@ P Fyr,vw # 1,3|(k + s), u primitive in F3n
FI0 | 22 1 8% 4 [ n=3m,modd, L(x) = az” " +b2®" +cz | (8]
ax?" 4 6?4 (Pt o) satisfies the conditions of Lemma 8 of [8]
Fll | 2 + a@® ™) + 02" + | n=2m =10, (a,b,¢) = (8,1,0,0), i =3, | [13]
e T k=2, 8 primitive in Fy2
n=2m, m odd, 3tm, (a,b,¢) = (8,5% 1),
8 primitive in Fye, i € {m — 2,m,2m —
1,(m—2)"" modn}
F12 | aTel,(ba® *1) + a?Te), (e ) n=2m,modd, q = 2", a ¢ Fq, ged(i,n) = | [37]
1, i, s, b, c satisfy the conditions of Theorem 2
FI3 | L(z)7 "1 4027+ ged(s,m) = 1,v € Fim,p € Fiom, L(2) = | [30]

ID | Functions Conditions Source
F14[ (zy,22 1 4+ ay@+D%) | ged(k,m) = 1, m even, a not a cube | [38]
FI5] (zy, 2% 2" 22"+ + az + b has no root in Fam [34]
a4 by
F16| (zy,z?+! + | (ex¥ 4 bz + 1)277HL 4 227 [15)
2272 4 by + | has no roots in Fan
241
F17| (¥ +! zy?  + | ged(3i,m) =1 [26]
241 2741 22
Y , T +z%y +
y2"+1
F18| (21 + ay* + | ged(3i,m) =1, m odd [26]
$2H 22y 4 o)
F19| (2% + 22 +y° + 2y, 2%+ | ged(3,m) =1 [30]
zty +1° + oy + 2%?)
F20| (" + Byt z"y + |0 < k < m, ¢ = 2F, r = 2FF2 [ 27]
Hay”) m = 2 (mod 4), ged(k,m) = 1,
a € F},.,., B € Fam, B not a cube,
Batr £ ot
B[ (T + zy?  + [ k,m > 0, ged(k,m) = 1, ¢ = 2F, | [16]
ay®, 27 + 0z%y + | a € Fam, 277! + 7 4 o has no roots
(1+@)zy? + ay”t!) | in Fam
F22| (z®+ay+ay’+ay®, 2°+ | o € Fam, ° + + a has no roots in | [16]

zy+oxy’+azty+(1+
@)’zy" + oy

Fan
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round on APN fun s ryptanaly f the Ki a Cyclotomic mappings and APNness
0O0000e0

yclotomic mappings among the zoo of APN functions

[LiKaleyski23]
Let gcd(m,7) =1,

F(z,y,2) = (2° + %2 + y2*, 2%2 + o°, 2y® + y?2 + 2%).
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mmetric Cryptography Background on APN functions s of the Kim mapping Cyclotomic mappings and APNness
O00000e

Conclusion

Cyclotomic mappings and APNness
- Natural generalization of monomials

- WANTED : more necessary conditions to be APN (in the quadratic case).

“Pen and paper” APN functions
- A lot of them are cyclotomic mappings ~~ is the zoo that broad after all 7
- PROBLEM : geometrical structure not CCZ-invariant

- Some ideas to detect it. But can we prove it ?

Computer search
- Most of the APN functions found are not cyclotomic (at first sight)

- Cyclotomic (with more conditions) seems a good search heuristic !

Thanks ! ©
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