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Outline

* From Differential cryptanalysis to APN functions

* Polynomial representations of vectorial Boolean functions
APN state of the art

¢ Our unified point of view on the known APN functions
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Security of block ciphers
Block cipher
A family of bijections £ of IF5.
£=(E:Fy > F2>k€F;
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Ideal block cipher

A random family of bijections.

In practice, £ should be indistinguishable from a random family of bijections
* to satisfy assumptions of security proofs

* toavoid stronger attack (e.g. key recoveries)
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Differential cryptanalysis
F:Fl — FL.

Principle
Studies for each input difference A™ # 0, the distribution of output differences:

VAT ER), P oo [FOx+ AM) +F(x) = A" =7

n
2

X F(x)
]:Ai" IA‘ o
y F(y)

From differential cryptanalysis to APN functions
oe 5/22



Differential cryptanalysis
F:Fl — FL.

Principle
Studies for each input difference A™ # 0, the distribution of output differences:

VAT ER), P oo [FOx+ AM) +F(x) = A" =7

n
2

X F(x)
]:Ai" IA‘ o
y F(y)

Average over all bijections
Forall (A™ # 0, A°"), the equation F(x + A™) + F(x) = A°" has 1solution x on average.

—

From differential cryptanalysis to APN functions
oe 5/22



Differential cryptanalysis
F:Fl — FL.

Principle
Studies for each input difference A™ # 0, the distribution of output differences:
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Average over all bijections
Forall (A™ # 0, A°"), the equation F(x + A™) + F(x) = A°" has 1solution x on average.

Differential distinguisher [BihSha91]
(A", A such that for many k,  Ex(x + A™) 4+ Ex(x) = A°" has many solutions x.
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Resisting against differential attacks
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Resisting against differential attacks

Differential distinguisher [BihSha91]
(A, Ay stformany k,  Ex(x + A™) 4+ Ex(x) = A°" has many solutions x.

Differential resistance
Forall (A", A°")and all keys k, Ex(x + A™) + Ex(x) = A°" has few solutions.

How to achieve this
Forall (A", A),  S(x 4+ A™) + S(x) = A°" has few solutions.

Ss(A", A = [{x | S(x+ A") + 5(x) = A"}
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Differentially-optimal functions

How to achieve this
Forall A™ #£ 0, A" §g(A", A = |{x | S(x + A™) 4+ S(x) = A“““}| should be low.
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How to achieve this
Forall A™ #£ 0, A" §g(A", A = |{x | S(x + A™) 4+ S(x) = A““‘}| should be low.

e Forall A™, there exists A" such that §5(A™, A°) >0

e Forall A™ #£ 0, A°", xis asolution iff x + A™ is a solution. Ss(A™, A% is even.
Almost perfect non-linear (APN) function [NybKnu92]
Afunction Fis APNif: WV A™ £ 0, A%, §e(A", A < 2,
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Almost perfect non-linear (APN) function

Definition (APN function) [NybKnu92]
Afunction Fis APNif: WV A" £ 0, A%, (A7, AM) < 2.
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Almost perfect non-linear (APN) function

Definition (APN function) [NybKnu92]
Afunction Fis APNif: WV A" £ 0, A%, (A7, AM) < 2.

A typical classification problem

Easy definition

- Hard to find new instances (even for small n)
- Hard to classify the known instances

- Lots of open problems

Big APN problem [BDMW10]
Find F: F3 — I3 which is APN, bijective for an even n.

A single example is known for n = 6.
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Polynomial representations of Boolean
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Polynomial representations (1/2)
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Polynomial representations (1/2)

X1 F]_(X]_,...,Xn)
F: — I, | = :

Xp Fo(X1s..ey%n)

Theorem (Lagrange multivariate interpolation)
f: (Fq)™ — Fqadmits a polynomial representation in Fg[X1, . .., Xm]/(X{ 4+ X1, ..+ s X9 + Xpn).

Algebraic Normal Form (ANF)
(g = 2, m = n). Each coordinate is a polynomial of Fo[X1, ..., Xa]/(X? + X1,..., X2 + X,)

Xo XoX2 + Xo + X1X2 + X1X3

x|l XoX1 + XoX2 + X2X3 + X3

X2 XoX1 + XoX2 + XoX3 + X1X2 + X1X3 + X2X3 + X2
X3 X1X3 + X1 + X2Xx3 + X2 + X3
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Polynomial representations (2/2)

Theorem (Lagrange multivariate interpolation)
f: (Fq)™ — Fq admits a polynomial representation in Fg[X1, . .., Xm]/(X{ 4+ X1, ...y X9 + Xpn).
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Polynomial representations (2/2)

Theorem (Lagrange multivariate interpolation)
f: (Fq)™ — Fqadmits a polynomial representation in Fg[ X1, . . . , Xim] /(X7 + X1,

F2-space isomorphisms

P~ T o~ T, withn = k.
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Polynomial representations (2/2)

Theorem (Lagrange multivariate interpolation)
f: (Fq)™ — Fqadmits a polynomial representation in Fg[ X1, . . . , Xim] /(X7 + X1,

F2-space isomorphisms

P~ T o~ T, withn = k.

Univariate representations (g = 2", m = 1)

F: ', — [') can beseenas F: Fon — Fan.

F: Fo — Fya
X — oo X2 4+ o, X8 + o, X3
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Polynomial representations (2/2)

Theorem (Lagrange multivariate interpolation)

F2-space isomorphisms

F3 =~ [Fon

Univariate representations (g = 2", m = 1)

F: ', — [') can beseenas F: Fon — Fan.

F: Fo — Fya
X — oo X2 4+ o, X8 + o, X3

f: (Fq)™ — Fq admits a polynomial representation in Fg[X1, . .., Xm]/(X{ 4+ X1, ...y X9 + Xpn).

F4., with n = €k.

Multivariate representations (g = 2%, m = £)

F: ', — I canbeseenas F: I}, — F%,.

F:F2, — I3,
3 2 2 3
<x0> o (aoxo + x2x1 + cixox? + a2x1>

3 2 2
X1 aszXy + auxgXx1 + asXoXg

Up to a choice of bases!
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Polynomial representations and APN functions

5F(Ain’ Aout) — I{x, F(X + Ain) + F(X) — Amlt}|
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ThenAo Fo B: (V,4+,) — (U,+,)
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Polynomial representations and APN functions

5F(Ai", A(mt) — }{X, F(X+ Aiu) + F(X) — A(mt}|

A: (F3,+) = (U,+,)and B: (V,+,) — (F3, +) linear bijective mappings.
ThenAo Fo B: (V,4+,) — (U,+,)
Proposition

° VAi”, Annt, (sp(B(Ai“),A_l(A(mt)) — 6AFB(A].“7AOM)

* FisAPNifandonlyif Ao F o Bis APN.

Definition (Linear equivalence)
Fy ~u, Foif 3 A, B, bijective linearst. Ao F; 0 B = Fo.

Polynomial representations of Boolean functions
ooooe

13/22



Proper representatives for easier proofs

4 linearly-equivalent functions

Xo XoX2 + Xo + X1 X2 + X1X3
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X3 X1X3 + X1 + X2X3 + X2 + X3

3 2 2 3
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Iy = > 3 2 2
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F: ¢ — Fm,X —> (10X12 + (I]XG + (12X3
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Proper representatives for easier proofs

4 linearly-equivalent functions

Xo XoX2 + Xo + X1X2 + X1X3
F:ld - 12, Xl XoX1 + XoX2 + X2X3 + X3
“ X2 XoX1 + XoX2 + XoX3 + X1X2 + X1X3 + X2X3 + X2
X3 X1X3 + X1 + X2X3 + X2 + X3

3 2 2 3

F: 72 72 Xo Xy + xXgx1 + aixoxy + Qoxy
« g ” 49 x ? 3 2 2
1 (13X0 + a4x0x1 =+ 5 Xo X7

F: ¢ — F]c,,X —> O(()X12 + CI]XG + (X2X3

F: Fl(; — Fm,X —> X3
- F(X+ A) + F(X) = A"
(X+A)3 _I_X3 — Aout
Ax2+A2X+AB+A()m -0

—> at most 2 solutions =—> APN!

Polynomial representations of Boolean functions
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Linear self-equivalence : a unifying PoV on the known families of APN functions
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aTer"/sz(bx2i+1) + aszer"/]sz (CX25+1)

L(X)2k+1 + bx2+1

) = (

)

(%, y) =

x2'+1 + ay(25+1)2i
Xy

X22s+23s + ax22sy25 + by25+1

Xy
xTHL L xy? 21

257
< x2'+1 +X25+*/2y2k/2 + axy? + by +1 )

N I I e
Xx2+1 +Xy25 +y2’+1
(x,y) = < X23y+X 23s
X s+k/2 s+k/2
Y X2y 4 pxy
oy) > gy | S TR @t
X2 4 ax®y 4 (1 + a)% xy?™ + ay?” 1
X2 L X2z 4y
(x,y,2) — x¥z 4y
Xy2 + y2 z + 22 +1
X214 xy25 +y225
(x,y,2) — xy? 4 22 +1

xFz 4 y¥Hl 4 y?z

Polynomial representations of Boolean functions
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Linear self-equivalence : a unifying PoV on the known families of APN functions

Multivariate

Univariate

s (B—iYk+s_ oik
X2+ 4 ax? +2

s (4—iYk+s_| oik
X2+ 4 ax? +2

x2'+1 + ay(25+1)2i
Xy

(x,y) — (
X22s+23s + axz?syzs + by25+1

)

xy
2541 os+k/2  ok/2
N + x

ax2+1 +X2‘+1 +x25+*+2* + bx2

x3 + a_lTrF2"/]F2 (a

+ axy2s + by2’+1

xy

1= + Xyzs +y25+1

s+1 225 22s+1
+xy+y

P41 +Xy25 +y2’+1

x3 + a_lTr]Fz,,/]an (a3X9 Taa
x3 + a_lTrF2"/]F23 (aexls + 312X36)
ax2+1 + az"X22"+2"+‘ + bx22"+1 + Caz"+1xzs+2"+s
azx22k+1+1 + b2xz"+1+1 4 ax22"+2 + bxz"+2 + dx3
X3 + ax25+i+2i + 32X2k+1+2k + x25+i+k+2i+k
aTr]F2"/]F2k(bx2i+1) + aszr]FZ"/]Fyf (szs-‘rl)
L(X)2k+1 + bx2+1

\ "oyt \ 23s 23s
X —
( 7y) ( Xszr“/Zy

— s s s s s
0o ) ( K ax?y 4 (14 a)% xy? + ay? )

X2 4 x2 7z 4 yz2

(x,y,2) — x¥z + y¥ti
xy2’ +y252+ z25+1
X2 L oxy? 4 ys?

(x,y,2) — xy? + 221

xFz 4 y¥Hl 4 y?z

Polynomial representations of Boolean functions 15/22
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A unified point-of-view on the known
APN functions



One of the first non-power functions
An APN binomial [BudCarLea08]
G: g2 — oz x> x3 4+ ax®28

G(x) = x3(1 + x52%) = x3P(x'5), where P = 1 + X3° (525 = 35 x 15)
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An APN binomial [BudCarLea08]
G: g2 — oz x> x3 4+ ax®28

G(x) = x3(1 + x52%) = x3P(x'5), where P = 1 + X3° (525 = 35 x 15)
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One of the first non-power functions
An APN binomial [BudCarLea08]

G: g2 — oz x> x3 4+ ax®28

G(x) = x3(1 + x52%) = x3P(x'5), where P = 1 + X3° (525 = 35 x 15)
F3a C F31s.

Ve eFl, G(p)=@*P(e'®) =*P(1).
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One of the first non-power functions
An APN binomial [BudCarLea08]
G: 'yio — oz x> x5 4 ax®28

G(x) = x3(1 + x52%) = x3P(x'5), where P = 1 + X3° (525 = 35 x 15)
F3a C F31s.

Ve eFl, G(p)=@*P(e'®) =*P(1).

Proposition
Forany v € .., the restriction of G|7F34 is (up to a constant) the power mapping x — x3.

A unified PoV on the known APN functions
uni 17/22



The multiplicative point of view

An APN binomial [BudCarLea08]
e G: lyiz — oz x> x3 4+ ax528
* Glp,, : ¢ cp®
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The multiplicative point of view

An APN binomial [BudCarLea08]
o G: iz — oz x> x3 4+ ax528

* Gl > cp®

Multivariate point-of-view
G is linearly equivalent to G: (IF24)3 — (I724)3 (x1, X2, X3) — (El(x), G2(x), @(x)).
El(x) = xfx2 + xlxg + xg + xfx;), + X§X3 + xlxg + x2x32 + 7x3.

All coordinates of G are homogeneous of the same degree 3.
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The multiplicative point of view

An APN binomial [BudCarLea08]
o G: iz — oz x> x3 4+ ax528

* Gl > cp®

Multivariate point-of-view

G is linearly equivalent to G: (IF24)3 — (I724)3 (x1, X2, X3) — (El(x), G2(x), @(x)).

~ 2 2 3 2 2 2 2 3
Gi(x) = "x3x2 + "x1x3 + 'x5 + 'xix3 + 'x3x3 + 'x1x5 + "x2x5 + ' x3.

All coordinates of G are homogeneous of the same degree 3.

An APN bivariate functions [ZhoPot13]
H: F§4 — ng (x,y) — (Xy7X3 + ay3)

* H; homogeneous of order 2.

* H> homogeneous of order 3.

A unified PoV on the known APN functions
uni 18/22



Linear self-equivalence
Power mapping

F(x) = x°¢

Let A € F3,. Then forall x, F(Ax) = A°x® = A®F(x).
ThusAoFoB =F with B(x) := Ax, A(x) := A" ¢x.

A unified PoV on the known APN functions
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Linear self-equivalence

Power mapping

F(x) = x°¢
Let A € F3,. Then forall x, F(Ax) = A°x® = A®F(x).
ThusAoFoB =F with B(x) := Ax, A(x) := A" ¢x.
Cyclotomic mapping w.r.t a subfield [Wang07]

G(x) = x°P (x2k_1> ,n =tk

Let ¢ € F,e. Then forall x, G(px) = p°x°P (xzk_l) = ¢°G(x).
ThusAoGoB =G with B(x) := ¢x, A(x) := ¢

—e
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Linear self-equivalence
Power mapping

F(x) = x°¢
Let A € F3,. Then forall x, F(Ax) = A°x® = A®F(x).
ThusAoFoB =F with B(x) := Ax, A(x) := A" ¢x.
Cyclotomic mapping w.r.t a subfield [Wang07]

G(x) = x°P (x2k—1) ,n =tk

Let ¢ € F,e. Then forall x, G(px) = p°x°P (xzk_l) = ¢°G(x).
ThusAoGoB =G with B(x) := ¢x, A(x) := ¢~ °x.

£-projective mapping [BCP24,Gologlu22]

H: T — Fhe (x1y. -0y xe) = (Hi(X), ..., He(x)),

Vi, H; is homogeneous of order e;.
ThusAoHo B =H with  B(x) = (Xx1,...,0Xp),
Ax) = (P79 X1y 00507 " Xp)

A unified PoV on the known APN functions
e 19/22



Our main result (1/2)

Among the 22 known infinite APN families, 19 consist entirely of or

Univariate
X2s+1 + axz(a—i)k+s+2ik
x2+1 4 ax
ax2k+1 + x2°+1 + x2‘+k+2* + bx2“+5+1 + bzkx25+2“

2(A—ik+ts 4 oik

x3 == a_lTr]Fz,,/]Fz(a3x9)
x3 4+ a='Try,, /5, (3°x° + a®x'8)
x3 + a_lTrF2,,/]Fzs (a6x18 + a12X36)
s k 2k k—+s 2k k s k—+s
axZH1 g2 x 2% 2T L g2 1 | 2t 1,272
k- k k k
a2x22 Al + b2x2 +t14q + ax22 +2 4 px2+2 | dx3
s+i i k+ k s+itk i+k
X3 + ax2 42 + a2x2 142 + x2 +2
i k s
aTer,,/F2k (bX2 +1) -+ 32 TI‘]F*2" /F ok (CX2 +1)
k k
L(x)2 +1 4 px2“+1

mappings,
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Our main result (1/2)

Among the 22 known infinite APN families, 19 consist entirely of

Univariate
Xzs_l_l + axz(a—i)k+s+2ik
X2s+1 + ax2(4—i)k+s+2ik
ax2k+1 + x2°+1 + X25+k+2* + bx2“+5+1 + bzkx25+2“
X3 —+ a_lTr]Fz,,/]Fz(a3x9)
x® + a='Try,, /5, (3°x° + a®x'%)
x3 + a_lTrF2,,/]F23 (a®x18 4 a12x36)
ax2s+1 + azkx22k+2k+s + bx22k+1 + Ca2k+1x25+2k+s
azx22“+1+1 + b2X2“+1+1 + ax22k+2 + bxz“+2 + dx3
X3 + aX25+i+2i + a2X2k+1+2k + x25+i+k+2i+k
aTry,a /i (bx*+1) 4 a2 Trg,, s, (ex* +1)
L(x)zk"‘1 + bx?+1

or mappings,

Observations
cyclotomic
cyclotomic

~1n biprojective
cyclotomic/(~yy) frob.
cyclotomic/(~yy) frob.
cyclotomic/(~yy) frob.
cyclotomic
cyclotomic
~1q biprojective
~1q biprojective
2
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Our main result (2/2)

Among the 22 known infinite APN families, 19 consist entirely of

or mappings,
Multivariate

x2°+1 + ay(25+1)2"
(x,y) — xy

225+235 225 25 25+1
(oy) i (X7 FA YTy

s s+k/2 ok/2 s s
( x2H1 g x2 y2* 4 axy? + py?+1 >

(xy) = xy
x2'+1 +xy25 +y25+1
(X, y) — ( x225+1 + Xzzsy + y22s+1

o (7

X
(X, y) > Xzs+k/2 a, 25tk/2
s b s
. X22+1 4 xy2 + ayz +21 .
X2+ o ax? ys+ (1 _|_sa)2 xy? ) + ay?”+1
xz*‘l—i-x2z—|—yz2
(x,y,2) — x2'z 4 yZ+Hl
Xy25 +y252+22’+1
x2'+1 + xy? s_'_ yz?
(vavz)H Xy2 +22 +1
xFz 4 yF T 4 y¥ s

) = (

)

Observations

~n biprojective

~in biprojective

~1in 4-projective
biprojective
biprojective
biprojective
biprojective

3-projective
~in Cyclotomic

3-projective
~n Cyclotomic

A unified PoV on the known APN functions
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Take away

Theorem

Among the 22 known infinite APN families, 19 consist entirely of
cyclotomic or £-projective mappings, up to linear equivalence.

Sum up
- Characterization of very specific self-equivalences
- Unify most of the approaches

- Partial answer to the detection of such structures up to equivalence
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Take away

Theorem

Among the 22 known infinite APN families, 19 consist entirely of
cyclotomic or £-projective mappings, up to linear equivalence.

Sum up
- Characterization of very specific self-equivalences
- Unify most of the approaches
- Partial answer to the detection of such structures up to equivalence

Open questions
- Link between self-equivalence and APN-ness [BeiBriLea21, Conjecture 1]
- Cyclotomic mappings outside the known classes? (from non-quadratic APN monomial)

- Projective mappings outside the known classes? (with more coordinates)

A unified PoV on the known APN functions
Y 22/22



About the naming

Definition (APN function) [NybKnu92]
Afunction Fis APNif: WV A" £ 0, A%, §e(A", AM) < 2.
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About the naming

Definition (APN function) [NybKnu92]
Afunction Fis APNif: WV A" £ 0, A%, §e(A", AM) < 2.

The linear case

F linear. . . .
F(x + A"') + F(X) = F(X) + F(A"') + F(X) — F(A"')

2n If Auul‘ — F(Aiu)

0  otherwise.

Ain # 0. 6F(Ain, A(mt) — {
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About the naming

Definition (APN function)
Afunction Fis APNif: WV A" £ 0, A%, §e(A", AM) < 2.

The linear case
F linear. . .

F(x+ A"+ F(x) = F(x)+ F(A™) 4+ F(x)
2n If Auul‘ — F(Aiu)

A0, Sp(AT,AM) = { 0 otherwise.

The APN case
F APN.ThenV A™ #£ 0, |{A°“‘, (AT, A > 0}| =21

[NybKnu92]

F(A")

o /1



	Introduction
	From differential cryptanalysis to APN functions
	
	Resisting against differential attacks

	Polynomial representations of Boolean functions
	Proper representatives for easier proofs

	A unified point-of-view on the known APN functions
	One of the first non-power functions
	Linear self-equivalence
	Our main result (1/2)
	Our main result (2/2)
	Take away

	Appendix

