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Abstract. LS-designs, proposed at FSE 2014, are a conceptually simple family of
block ciphers, where a bitslice S-box and a linear L-box are independently applied to
the state. They are known for enabling efficiently masked implementations against
side-channel attacks. In this paper, we consolidate the understanding of their security
against linear and differential cryptanalysis. For this purpose, we first show that the
structure of LS-designs enables us to derive non-trivial mathematical upper bounds
on the minimum number of active S-boxes in their linear and differential trails. These
bounds are a convenient addition to existing lower bounds based on the L-box branch
number, as they provide a direct indication on the security claims’ tightness. We then
show how such mathematical bounds can be used in complement with tool-based
bounds obtained from SAT solvers. Applied to the (128-bit, non-involutive) cipher
Fantomas, this allows us to provide tight results on the number of active S-boxes
for up to 16 rounds. We also extend existing searches that were limited to 16-bit
L-boxes to (practically-relevant) 32-bit L-boxes. We hope these results can facilitate
the design space exploration of new LS-designs, possibly operating on larger states.
Keywords: LS-designs - Bitsliced cipher - Linear layer - Branch number - Differ-
ential cryptanalysis - Linear cryptanalysis - Automated cryptanalysis - SAT

1 Introduction

Resistance against differential [BS91] and linear [Mat93] cryptanalysis are fundamental
design criteria for symmetric cryptographic primitives. They are often guaranteed by
exhibiting lower bounds on the number of active S-boxes in differential and linear trails.
Together with the differential uniformity (resp., linearity) of the S-box, this allows designers
to upper bound the probability of differential (or correlation of linear) trails under classical
assumptions. Counting the minimum number of active S-boxes over a given number of
rounds is thus widely recognized as an important step in security evaluations [DR20,
SMMRI17, PL23, WJ19]. Two main approaches are generally considered for this.

The first one, which we will denote as tool-based, leverages combinatorial optimization
methods. Matsui’s branch-and-bound algorithm is a seminal example [MT99]. Other
solutions include modeling the search as a Mixed Integer Linear Programming (MILP)
problem [MWGP11, WW11, SHS*13, SHW*14, TJTS21], as a satisfiability (SAT) prob-
lem [SWW18, LW19, LLLT21, SWW21] or with constraint programming [GMS16].

The second one is to leverage the properties of a cipher’s components to obtain what
we will denote as mathematical bounds. This is for example made easy by the wide-trail
strategy [DR20]. In a nutshell, it combines S-boxes with good linear/differential properties
and a linear layer with a high branch number B (i.e., a high minimum number of active
S-boxes before and after this linear layer). Since the linear layer activates at least B
S-boxes over two rounds, the number of active S-boxes over r rounds is at least B - [ 5].
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These approaches are essentially complementary. Mathematical bounds lead to easily
explainable guarantees but are rarely tight. Tool-based bounds generally lead to tighter
security guaranttes, but can be computationally intensive to obtain. Some works therefore
adopt hybrid approaches (which we will also use), combining mathematical bounds with
tool-based search in order to evaluate the number of active S-boxes [DFJL19].

As a result, new block ciphers have to come with one, the other or both types of
arguments to establish their security against linear and differential cryptanalysis. For
example, the LS-designs, introduced at FSE 2014, are a conceptually simple family of
ciphers relying on the wide-trail strategy [GLSV14]. They combine the application of a
bitslice S-box independently to each column of the state with an Fo-linear layer applied
independently to each row, the L-box. It has been shown that this conceptual simplicity can
lead to efficient masked implementations to mitigate side-channel attacks [JSV17, BBB*20].
Grosso et al. proposed two initial instances of LS-designs: Robin, which uses an involutive
L-box, and Fantomas which uses a non-involutive one. Their initial analysis illustrates the
complementary nature of the tool-based and mathematical approaches. It combines good
diffusion properties guaranteed by a branch number with tool-based bounds relying on a
truncated trail search. In a nutshell, this search relies on column-wise activity patterns in
which a bit variable indicates whether a column is active or not. The truncated search then
enumerates the possible truncated state transitions across rounds, and derives a minimum
over the number of active S-boxes in the corresponding truncated trails. However, it does
not consider fully instantiated bit-level differences and, therefore, may not be tight.

Contributions. Based on this state of the art, a natural consolidating question is to find
out whether this tightness question can be efficiently clarified for LS-designs.

Our contributions in this respect are twofold:

First, we derive a simple mathematical upper bound on the minimum number of active
S-boxes in LS-designs. For this purpose, we leverage the observation that the S-box and
L-box layers of such ciphers act independently [GLSV14], which we combine with standard
results from the theory of linear codes. While designers are more interested in lower
bounds (e.g., as provided by the branch number), this upper bound provides a convenient
indication on the interval in which the minimum number of active S-boxes lies.

Second, we show that this upper bound enables an efficient and exact automated search
for the minimum number of active S-boxes in a fully-instantiated bit-level differential and
linear setting. For this purpose, we model the search as a bounded feasibility Boolean
SAT problem, where each instance tests the existence of a trail with at most a given
number of active S-boxes. Despite it could be heuristically performed without upper (and
lower) bounds, such bounds allow us to restrict the search space and simplify the use of
off-the-shelf SAT solvers for computing exact bounds. We apply this methodology to the
LS-design cipher Fantomas and obtain exact bounds on the minimum number of active
S-boxes for up to 16 cipher rounds, confirming the tightness of the FSE 2014 truncated
search. We also apply it to an exemplary 128-bit cipher with 32-bit L-box, for which
the truncated search is not applicable: a practically-relevant improvement given the nice
match between such L-box sizes and current embedded (ARM Cortex-like) devices.

Related works. Shen et al. [SLLQ18] constructed 4-round impossible differentials and
propose a 6-round impossible differential attack on Robin and Fantomas. Dwivedi et
al. [DDSS19] extended linear cryptanalysis by constructing linear approximations for 5
round of Fantomas and 7 rounds of Robin, leading to key recovery attacks on reduced-round
instances. They state that they have not used any standard automated tool to construct
these trails. Leander et al. [LMR15] spot an invariant subspace weakness in Robin.

Paper outline. In Section 2, we recall the necessary background. In Section 3, we
describe our first contribution, namely a simple mathematical upper bound leveraging
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Figure 1: s x £ state of an LS-design.

coding theory for the minimum number of active S-boxes in LS-designs. In Section 4, we
describe a framework to convert an LS-design into CNF constraints for SAT solvers, and
elaborate on the solving strategy adopted to take advantage of our bounds. In Section 5,
we combine the proven upper and lower bounds to define a search interval and perform a
bounded SAT feasibility search to compute exact bounds on the minimum number of active
S-boxes for Fantomas-128. In Section 6, we further apply our hybrid analysis approach to
32-bit L-boxes. We finally discuss the implications of our results and how they may help
the design and cryptanalysis of future LS-design ciphers in Section 7.

2 Preliminaries

In this first section, we provide the necessary background to understand the paper,
covering LS-designs, differential cryptanalysis, linear cryptanalysis, and (mathematical
and automated) methods to evaluate the number of active S-boxes in a block cipher.

2.1 LS-designs

LS-designs are a family of bit-oriented block ciphers introduced at FSE 2014 [GLSV14].
Instances from this family include the 128-bit (involutive) Robin and (non-involutive)
Fantomas. One of their main design goal is to exploit bitslice S-boxes with minimum
AND complexity, so that their implementations can be more efficiently masked against
side-channel attacks. They rely on the wide-trail design strategy to achieve good security
against linear and differential cryptanalysis. Concretely, LS-designs operate on a state of
size n = s - £ bits represented as an s x £ matrix with coefficients in F5. They are built by
iteratively applying a round function r times. Besides the round key and round constant
additions, and as illustrated in Figure 1, a round consists of two main operations:

e S-box layer: A non-linear permutation S: Fj — I3, applied in parallel to each
column of the state. It is typically implemented in a bitslice manner.

« L-box layer: An invertible linear layer L: F5 — F% applied to state rows.

For the linear layer, which will be our main concern in this paper, the authors used
[n, k, d)-binary linear codes (of length n = 2¢ and dimension k = ¢), where the minimum
distance d equals the branch number B(L) of the linear layer. This choice ensures at least
B(L) = 8 active S-boxes over 2 rounds of Robin and Fantomas.

2.2 Differential cryptanalysis

Differential cryptanalysis, introduced by Biham and Shamir in 1990 [BS91], analyzes and
exploits the propagation of differences in symmetric primitives. We next describe it for a
block cipher E parametrised by a key K € F5: Eg : F§ — F3.
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For a key alternating cipher, we denote by Rk, : F5 — 5, a keyed transformation
corresponding to round ¢ that includes the S-box layer, linear layer, and the addition of
round constants and subkeys. Thus, an r-round iterative cipher is built as:

Ex =Rk, ,o---0oRg,.

In a nutshell, differential cryptanalysis studies the probability that a non-zero input
difference A;, € Fy is mapped to A,,: € F4 through several rounds of (for example) a
block cipher. An ordered pair of input/output difference (Aj,, Aoyt) is called a differential.
The differential probability of (An, Aout) over a function F' : F§ — FZ is defined as:

z | F(z)+ Flz+ Ai) = Aoy
DPr(Ain, Aout) = | Fz) (2n ) 2 '

A classical assumption is that the fixed-key probability DPg, (Ain, Aout) does not de-
viate significantly from the key-averaged probability, or expected differential probability,
EDPg(Ain, Aour) [LMMI1]. However, in general, computing the expected differential
probability of a differential is a computationally hard problem. Hence, a classical approach
in the design of symmetric ciphers is to exploit their iterative structure to search for the
best differential trails or characteristics, as we describe next.

Definition 1 (Differential trail). A differential trail over r rounds is an ordered (r + 1)-
uplet of differences A = (Ay,...,A,) where for any round i € [0,r — 1], A; denotes the
input difference and A;;; the output difference.

For a fized key, the differential probability of the trail (Ao, ..., A,) is defined similarly to
the probability of a differential — as the cardinal of the set of plaintexts « that verify® the trail
divided by 2". The probability of the differential (A;,, Aout), namely DPg (Ain, Aout),
is then exactly the sum over all trails satisfying Ag = A;, and A, = Ay, that is,

DPEK(AinaAout) = Z DPEK(Ain7A1>~-~7AT71quut)-
(Ain Aty A 1,A out)

Note that, by definition, this fixed-key differential probability (as well as all terms in the
previous sum) depends on the key and may vary according to it. On the other hand, the
average over all keys, namely the expected differentially probability EDPg(Ag, A,), is by
construction independent of the choice of a specific key and, on top of it, easier to study.
Indeed, under the classical assumption [LMM91] that the round keys are independent and
uniformly distributed, the expected differential probability of any key-alternating cipher
(which is a subset of Markov ciphers [DRO7]) can be expressed as follows:

r—1
EDPg(Ag,A,) = > [[DPa(Ai Aity),

(BovsAr,) i=0

where DPr(A;,A;41) is the (key-independent) probability over one round. However,
recent works [AK18, BR22, BDG25] show that the gap between the fixed-key differential
probability and the EDP can be significant, and should be taken into account when
evaluating a cipher.

These assumptions allow reducing the study of differential properties to the problem
of finding trails and computing the probability over each round. To compute one-round

1A plaintext z verifies the trail (Ao, ...,A;) if the intermediate values of the encryptions of x and
z @ Ao, for the same key, differ from A; at round i for all z € {1,...,r}.
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probabilities, cryptanalysts study the differential properties of the non-linear layer. More
precisely, they rely on the difference distribution table of the S-box, which is a 2% x 2%-table
such that the entry at position (d;n,0put) € Fos X Fas is 2° DPg (01, dout). Understanding
the propagation through the other layers is trivial since they are affine. For the linear
layer L, this propagation is fully deterministic: an input difference A maps to L(A) at the
output with probability 1, since L(z @ A) @ L(z) = L(A) for any z.

Since the number of trails is exponential in the state size n and the number of rounds
r [LMMO91], assessing the security of a block cipher with respect to differential cryptanalysis
remains a non-trivial problem even under such assumptions. Therefore, designers typically
upper bound the probability of the best differential trail and rely on the assumption that
this is a good estimate of the probability of the best differential. In other words, the
probability of a trail only lower bounds the probability of its associated differential. Yet,
given the computational difficulty of computing differentials, this approach is frequently
used as a heuristic way to assess (practical) security against differential cryptanalysis.

To compute such an upper bound, a classical approach is the following:

1. Compute the maximum probability of a differential transition over an S-box [NK92]:

— max DDT 5in;60u .
28 (6iw,,6o1l,t)9£(070) ( t)

Pmax =
2. Estimate the minimum number N, of active S-boxes (meaning the S-boxes with a
non-zero input difference) in any r-round differential trail of the cipher.

The probability of the best trail over r rounds is then upper bounded by (pmax)™" [DR20).
In the rest of the paper, we study the second step of this analysis.

2.3 Linear cryptanalysis

Since our following investigations apply almost identically to linear and differential crypt-
analysis, we provide a brief description of linear cryptanalysis for completeness, and refer
to [Mat93, Hey02] for the details. Linear cryptanalysis studies the probability that a
random plaintext x and its associated ciphertext y satisfy (o, x) = (8, y), where «, 5 € F%
are called linear masks. To measure the distance of this probability to the random case,
cryptanalysts use the correlation of the linear approximation as a metric. For a function
F :F3 — [y, it is defined as:

CFa,p)=2"" ) (—1)fem@B @)

TeFY

The correlation of a given pair of masks is hard to compute since it is exponential in the
state size n. Therefore, and just like in differential cryptanalysis, a usual approach is to
rely on linear trails (i.e., successive linear approximations over one round) and one-round
correlations to estimate this value. To study the propagation through the S-box, one thus
relies on the linear equivalent of a DDT, namely the 5 x F§ Linear Approximation Table
(LAT), which has value 2°C¥ («, ) at entry (, 3). It also holds for linear cryptanalysis
that the propagation of correlations through the linear layer is trivial. For the linear
layer L, the linear approximation (o, ) = (8, L(x)) holds for all z if « = LT j since
(B, L(x)) = (LT B,z). When this holds, the correlation is £1, otherwise it is 0.

2.4 Estimating the minimum number of active S-boxes

With the branch number. The branch number of a linear layer allows computing a
simple mathematical lower bound on the minimum number of active S-boxes over r rounds,
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denoted as N,.. Let L : F§ + F5 be an invertible Fo-linear function. We denote with the
same notation the 2¢ x 2¢ matrix corresponding to this mapping.

The differential (and linear) branch numbers are then defined as follows.

Definition 2. The Fs-differential branch number of a linear mapping L is:

B(L)= min wt(z)+ wt(Lz),
weF}\ {0}

where wt denotes the Hamming weight function (here of a vector of bits).

Similarly, the Fo-linear branch number of a linear layer L is B(LT).

Remark 1. Tt directly follows that the differential and linear branch numbers are equal
when L is symmetric: L = LT, or orthogonal: LLT =1 [ARSO17].

In the case of LS-designs considered in this work, where L is applied row-wise and
S column-wise, the minimum number of active S-boxes before and after the state-wise
linear layer is given by B(L). The minimum number of differentially (resp., linearly) active
S-boxes in two consecutive rounds is thus B(L) (resp., B(LT)), and the minimum number
of active S-boxes over r rounds is lower bounded by |r/2]|B(L) (resp., |r/2]B(LT)).

With other techniques. Beyond branch-number-based bounds, several other algorithms
to automatically count/prove the minimum number of active S-boxes have been proposed.
Mixed Integer Linear Programming (MILP) is one such technique that helps deriving exact
bounds by modeling S-boxes and linear diffusion layers in form of linear constraints. This
technique was first used by Mouha et al. [MWGP11] on byte-oriented ciphers such as the
AES. Sun et al. then extended this work from byte-oriented to bit-oriented ciphers in a
series of works that evolved from first modeling the bit-level differences of S-boxes as binary
variables [SHS'13] and then incorporating the exact DDT and LAT tables of S-boxes
in order to track the true propagation of differences and linear masks across r-round
differentials and linear characteristics [SHW14]. Several works followed these seminal
contributions and suggested different ways of modeling both the non-linear and linear
layers in block ciphers [ST17, AST*17, BC20, TJTS21, IS24]. Alternatively, the problem
of counting the minimum number of active S-boxes has been converted into a Boolean
Satifiability problem and using SAT (or SMT) solvers to prove exact bounds [SWW18,
LW19, LLL*21, SWW21]. Some proposals also involve the use of Constraint Programming
(CP) [GMS16, GLMS20, DFJL19] and neural networks [SGBP20, ITYY21].

Application to LS-designs. Robin and Fantomas have a 8 x 16-bit state. For Robin,
the 8-bit S-box and 16-bit L-box are involutive. The L-box is generated with a Reed Muller
code with parameters [32, 16, 8] and has branch number 8. For Fantomas, the S-box and
L-box are non-involutive. The L-box is obtained by applying random row and column
permutations to the Robin L-box. These operations preserve the branch number.

The involutive nature of Robin’s round function allows to easily find trails with a
number of active S-boxes that matches the wide-trail lower bound. By contrast, for
Fantomas, the non-involutive components were expected to offer better results than
guaranteed by this branch number bound. In order to validate this expectation, the
authors performed a truncated state search in order to count the minimum number of
active S-boxes. Their method represents each S-box activity by a single bit mask (active
= 1, inactive = 0). The s x £ state is thus truncated to a 1 x ¢ bit mask, where each
bit represents the corresponding S-box column. This method enables them to provide
lower bounds on the minimum number of active S-boxes for Fantomas-128, which we next
denote as lower Truncated Search Bounds (TSB). As already mentioned in introduction,
the bounds obtained from such a truncated state analysis may not always be tight since
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they do not instantiate exact bit-level differences (resp., linear masks). It is therefore an
open question to find out whether they are tight, which we discuss next.

3 Simple mathematical upper bound on the minimum
number of active S-boxes for LS-Designs

In this section, we leverage the simplicity of LS-designs, and in particular the fact that the
same S-box (resp., L-box) is applied independently to each column (resp., row), in order to
provide a simple (mathematical) upper bound on the minimum number of active S-boxes
in an r-round trail. While designers are admittedly more interested in lower bounds, we
believe such an upper bound brings a convenient complement, since it allows containing the
search for the minimum number of active S-boxes over  rounds within a tighter (bounded)
interval. While this interval may be found by other (heuristic and less efficient) means, it
comes for free in the case of LS-designs, which in turns can be exploited by tool-based
searches which benefit from a clear termination criteria. This will be illustrated with an
automated search using SAT solvers in the last sections of the paper.

In this context, we recall that the state is an s x £ binary matrix. For a differential trail
A= (Ay,...,A,), we let ¢; ; denote the j-th column of A;, that is, the input difference of
the jth S-box at round ¢, where r is the number of rounds and 0 < i <r — 1. We let 5§7j
denote the output difference of this S-box and we denote by AS(A) the number of active
S-boxes in the trail A:

AS(A) :=|{ (¢,j) such that ¢; ; # 0} .

Our proof of the upper bound relies on showing that in an LS-design, a set of compatible
trails has an easy-to-compute number of active S-boxes that depends only on the linear
layer. We define the subset of compatible trails as:

& ={A such that Vi,j, DDT(; ;,6; ;) > 0} .

70 ",

Hence, it holds that the minimum number N, of active S-boxes satisfies:

N, =min AS (A) .
Ac€

By definition, it thus holds that for any A € £, N, < AS(A).

Our linear-layer dependent upper bound is then equal to the minimum distance of the
concatenated linear code associated to L, which is defined as follows:

Definition 3. The r-round concatenated linear code C} associated to L is the linear code
defined by the following generating matrix:

L= L|L*| | L") € F5*™, with I the identity matrix.
We recall, that the minimum distance of the linear code C} is defined by:

dmin (Cz) = xefl%l\lio} wt (GZI’) .

Our goal to is prove the following theorem:

Theorem 1. There exists a differential trail A* € € such that:

AS(A") = dmin(CE) - (1)
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Since N, = minacg AS (A) < AS(A*) = dmin(C}), a direct corollary is:
Nr S dmin(C}‘,) .

To prove Theorem 1, we start by establishing the following lemma, where we denote the
zero vector of length s (resp., £) by 0° (resp., 0°).

Lemma 1. Let D € F3*“\ {0°%¢} be any state difference. Denote by p;, i € [0,s — 1] its
rows and by c;j, j € [0,£ — 1] its columns. The following statements are equivalent:

(i) There exists 6 € F5\ {0} such that p; € {0,067} Vi € [0,s —1].
(it) There exists 0 € F5\ {0°} such that c; € {0,6°} Vj € [0,£ —1].

Proof. We prove (ii) = (i). Let §° € F5\ {0°} and let us assume that each column is
either 0° or equal to 6¢. Let us now define 6 € F4 by:

6 = {0 if ¢; =07,

J 5: if Cj = (Sc,

for all j € [0,¢ — 1]. It follows that for any i € [0,s — 1],

~_Jof i 6 =0,
pi= 0P  otherwise.

This proves the announced implication. The implication (i) = (ii) can be proven similarly,
or by observing that if D satisfies (i), then DT satisfies (ii) and therefore satisfies (i) by
the proof above. Hence, D satisfies (ii). O

Equipped with this Lemma, we now prove Theorem 1:

Proof of Theorem 1. We show that there exists A* € £ such that AS(A*) = din(C}). By
definition of the minimum distance, there exists a non-zero vector xo € F5 such that:

wt(GL20) = dmin(CL) -
For any i € [0, — 1], we let a; :== Lzo € . It comes that:
GEIQ = CL’()HCU1H . ||$r,1 € Fg@ .

Equality 1 can be shown by induction. We consider a non-zero initial state difference
A € F3*4\ {05} such that any of its rows is either 0¢ or . In particular, this state
satisfies condition (i¢) of Lemma 1, and we let §° be the constant value such that each
column is either 0° or §°. There exists §' € F§ such that DDTg(d¢,0") > 0. Let A} be the
state such that for any i € [0,s — 1]:

o if the column of index i of Ay is zero, it is set to zero in A;
o otherwise, this column is set to ¢'.

Since DDTg(6¢,¢") > 0, Ag — Aj is a valid transition through the S-box layer. Further-
more, all the columns of A}, are either 0° or ¢’. So by Lemma 1, all its rows are either
0 or some constant. Since the column activity pattern before and after the S-box layer
is constant, it is straightforward that this constant is xy. Finally, since the linear layer
consists in the parallel application of the mapping L on each row, we set A; to be the
state such that for any j € [0, ¢ — 1]:

o if the row of index j of A is zero, it is set to zero in Ay;
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o otherwise, this row is set to L(zg) = ;.

Using the same reasoning, we can show that a non-zero difference A; such that all its rows
are equal to 0 or x; has a valid differential transition through a round to a state A,
such that all its rows are equal to 0 or ;1. The differential A* = (Ao, ..., A,) satisfies
the desired property, and the theorem is proved. O]

This simple bound is easy to compute. Indeed, the problem of determining the minimum
distance of a linear code is well-studied. While computing the minimum-weight vector
deterministically is exponential in the dimension of the code, Prange’s algorithm [Pra62]
allows to efficiently compute such a vector with overwhelming probability. For example, one
can rely on Pernot and Leurent’s implementation of this algorithm [LP24]. Additionally,
computing a minimum-weight vector for G for r € [1,d—1], with d the order of the matrix,
fully determines the minimum-weight vector for an arbitrary large number of rounds.

We will give an application of this bound to concrete ciphers (including Fantomas) in
Sections 5 and 6. Beforehand, we discuss the SAT modeling that we will use in combination
with mathematical lower and upper bounds to obtain tight security claims.

4 SAT modeling of LS-designs

In this section, we describe how to model the round function of an LS-design cipher as
a Boolean satisfiability problem (SAT) in order to perform an automated search for the
minimum number of active S-boxes. We start with the encoding of the S-box, follow with
the encoding of the L-box and conclude with the objective function where we take leverage
of the mathematical upper bound from Section 3 along with the branch number lower
bounds to perform a bounded search for the minimum. We focus our descriptions on
differential trails. The modeling of linear trails is similar, replacing the DDT by LAT.

4.1 Encoding the S-box layer

As per Section 2.1, the S-box layer consists in the application of the same s-bit S-box to
each column of the s x £ state matrix. To search for differential trails, we need to model
which S-boxes are active and ensure that the differential transitions are valid. To do so,
we combine the generic modeling approach for bit-oriented ciphers in [SHS*13] with the
approach in [SHW™14] to model the S-box specific differential propagation through the
S-box with the help of DDT. We then convert the modeling constraints into SAT readable
Conjunctive Normal Form (CNF). Forany 0 <i<s—-1,0<j</(-1,0<u<r-—1,
we let z; be the bit at coordinates (i, ) of the difference at the input of the S-box layer
at round u, and y;'; be the corresponding bit of the difference at the output of the S-box
layer. For any u, j, we let S} be the activity variable associated to the S-box at column j
in round u. Modeling the S-box layer requires the following set of clauses:

S-box activity constraints. The S-box is active if and only if its input difference is

non-zero, i.e.,
s—1

u u
sy = \/al,
i=0
This bi-conditional is encoded with the help of two clauses. First, if any of the z}'; is
non-zero, then S¥ must be active:

(-zi; v SY)  Vie{o,...,s—1}

Second, if S} is active, then at least one of the bits z7; is non-zero:

(S} Voag; Vol Ve Vel ).
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Bijective S-box constraints. Since we deal with a bijective S-box, an input difference
is non-zero if and only if the output difference is non-zero. This yields the following clauses,
for each of the necessary and sufficient conditions:

(mzd s Vys ; VY Ve Ve ), Vi e {0,...,s—1},

and
(myi; Vg Vay; Ve Vg ), Vie{0,...,s—1}.

DDT constraints. Sun et al. [SHW'14] introduced an approach to encode the DDT
constraints of an S-box (size s < 6). We use its refinement by Abdelkhalek et al. [AST17]
to handle larger S-boxes (size s < 8). This refinement is referred to as x-DDT (a sim-
ilar definition of x-LAT exists for the LAT). The »-DDT of S is the 2° x 2° binary
table obtained from the DDT of S by focusing solely on the possibility of differen-
tial transitions, and not on their probabilities. More formally, for any A, Aouwt €
F3, the entry *-DDTg(Ajn, Aout) equals 1 if DDTg(Ajn, Aout) > 0 and 0 otherwise.
As per [ASTT17], to each non-zero entry *DDTg(Ain, Aoys) = 1 we associate the
Boolean function fa,, a,,: F3* — Fa defined by fa,, a,.(z,y) = 1 if and only if
(2,y) = (Ain, Aout). Enforcing fa, Ao, (28, 2% 5, y6 -yt 1) = 1 for ev-
ery 0 <u <r—1and0<j</¢—1. This constraint thus excludes exactly the differential
transitions that are not possible through the S-box. In practice, each fa,, ., is repre-
sented as a CNF, that is, as a product-of-sums. To minimize the number of clauses, we
use the SboxAnalyzer [HNE22], which relies on the Espresso logic minimizer [BHMS84].2

4.2 Encoding the linear layer

Depending on the SAT solver, linear constraints can be modeled in two ways.

Indirect XOR encoding. Most SAT solvers, such as Glucose [AS18] and CaDi-
CaL, [BFFT24], do not support XOR as a native operation and only deal with CNFs.
In some sporadic cases, such as MiniSAT [ES03], linear combinations can be added to
the input model but they are automatically translated into multiple CNF clauses. For
more flexibility, we choose to handle such translations ourselves before submitting the
model to the solver. We rely on the Tseitin transformation [Tse83]: we first decompose
any multi-XOR, constraint into a sequence of three-variable XORs, that is, constraints of
the form a®b@® c=0or a@bd c = 1, by introducing sufficiently many auxiliary variables.
Each three-variable XOR is modeled by the following four CNF clauses:

Direct XOR encoding. As an exception, CryptoMiniSat [SNC09] comes with built-in
support for the XOR operation. In cryptographic applications, this enables avoiding
auxiliary variables and decreasing the number of CNF clauses generated by the translation
of linear constraints. The solver also benefits from this handling of XOR operations,
allowing strategies such as solving updated linear constraints by Gaussian elimination after
each variable assignment [S0010]. Such strategies sometimes lead to a faster solving time
than with the indirect XOR encoding, sometimes at the cost of a higher memory usage.

2 The x-DDT clauses implicitly encode the bijectivity of the S-box: a zero input difference can only map
to a zero output difference and vice versa (so no more bijectivity clauses are required with this encoding).
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Combining the encodings of Sections 4.1 and 4.2, gives us a SAT model ®, whose assign-
ments encode the bit level differential trails over r-rounds of an LS-design cipher.

4.3 Objective Function

As discussed above, our goal is to estimate the minimum number of active S-boxes N, in
r-round differential trails. In the automated cryptanalysis literature, this estimation is
usually represented as an optimization problem that minimizes:

> Zs;.a (2)

Optimization objectives are not natively supported by SAT solvers. Therefore, we
convert the minimization problem in Eq. (2) to a sequence of feasibility checks by adding
a constraint to ®, that bounds the sum of active variables to at-most ¢t € N. We denote
the resulting formula as ®=!. The at-most cardinality constraint is written as follows:

r—14—1

YOS s <t (3)

u=0 j=0

By construction, the smallest value of ¢ for which ®=* is satisfiable gives us the minimum
number of active S-boxes N,.. The cardinality constraint in Eq. (3) is encoded into CNF
by using methods such as the sequential counter encoding [Sin05], available via the PySAT
toolkit [IMM18], which provides multiple encodings and state-of-the-art SAT solvers.

Linear Search for Minimum N,. To search for the values of ¢ for which ®=* is
satisfiable and identify the minimum value, there are two direct approaches:

o Searching linearly upwards (i.e., testing ¢ = 1b,lb+ 1,lb+ 2,...) from the branch
number lower bound until the tool concludes that ®=! is SAT.

e Starting from a trivial upper bound, which in the case of LS-designs is r x ¢, and
search linearly downwards (i.e., testing ¢ = ubtyivial, UWtrivial — 1, Ubtrivial — 2, - . . ) until
the first UNSAT instance of ®=! is found by the tool.

Naturally, the lack of precise interval may cause the solving process to be slow. We next
show that one can take advantage of the upper bound (ub) in Section 3 combined with the
branch number lower bound (Ib) in order to effectively reduce the search space.

Binary search for the minimum N,. Since the cardinality is an “at most” constraint,
a trail that satisfies for < ¢t implies it also satisfies for < ¢’ for any ¢ > t. Hence, we can
perform the binary search starting from the non-trivial bounded interval [Ib, ub], where at
each step we evaluate a midpoint value t = [(Ib + ub)/2]. If ®=! is satisfiable, we update
the upper edge of the interval to t — 1; otherwise, we update the lower edge to ¢ + 1 and
look for the next midpoint. The search terminates when the interval contains a single
value, which is N,.. It requires a total of at most [log,(ub — Ib+ 1)] calls to the solver,
in comparison with the linear search that needs up to (ub — Ib+ 1) calls over the same
bounded interval (and possibly more if the bound interval is unknown). For example, in
the case of Fantomas-128 at » = 12, we have b = 48 and ub = 72. Hence, in the worst case,
the linear search requires up to 25 solver calls. The linear search upwards starting from b
finds N, = 64 after 17 solver calls. The linear search downwards from ub takes 9 solver calls
to reach the same. Binary search finds this minimum value in 5 solver calls. Admittedly,
these comparisons are not strict since various heuristic strategies could be used to estimate
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the interval (including using a trivial upper bound). Nevertheless, our mathematical
upper bound helps performing principled searches and reducing computational efforts,
which can become practically-relevant for large-scale examples. We report more empirical
comparisons between the binary and linear searches in Section 5.2.

5 Tight SAT-based bounds

We now show how the mathematical upper bounds from Section 3 and the branch number
lower bounds can be combined to perform an automated SAT-based search for counting
the minimum number of differentially/linearly active S-boxes. We illustrate this approach
with Fantomas-128 for which it is not known whether existing claims are tight.

5.1 Computing infrastructure and solvers

The cost of computing the mathematical upper bounds in Section 3 for up to 16 rounds
is almost negligible in memory and time. By contrast, the use of automated tools for
problems such as finding the minimum number of active S-boxes becomes computationally
intensive as the number of cipher rounds grows. All the search results reported next are
obtained using a machine with the following specifications:

e Processor: AMD Ryzen Threadripper 3990X 64 core,

o Number of CPU cores: 64 cores / 128 threads available,
e Memory: 218 GB RAM,

e Operating system: Ubuntu 24.04.4 LTS.

As for the solvers, preliminary tests indicated that SAT solvers outperform MILP opti-
mization in our context, likely due to the possibility to leverage bounded feasibility checks
for a small interval of solutions. We then compared CaDiCAL v1.9.5 and CryptoMiniSAT
with single threads per instance running in parallel across cores. Both could run with
limited memory (in the gigabytes range). Somewhat surprisingly, and despite CryptoMin-
iSAT’s specialized support for handling multi-XOR’s with direct encoding, it turned out
CaDiCAL gave the best (fastest) results for the larger instances (with 16 rounds). We
could not make this observation match with a reasoning based on the number of clauses,
and therefore posit that it is due to the structure of the problem being better captured by
CaDiCAL [CAH23].3 We ran our SAT-based searches for up to 10 days of computations,
which allowed us analyzing up to 16 rounds of the Fantomas-128 cipher.

5.2 Empirical comparison of search strategies

We compared the binary search approach discussed in Section 4.3 against the linear search
upwards, starting at the lower bound (¢t = 1b,lb+ 1,1b+ 2, ...) until the first SAT instance
is found. For each r € {3,...,11}, we ran both strategies on Fantomas-128 over the search
interval [Ib, ub] defined by the branch number lower bound and the upper bound from
Theorem 1. For each strategy, we report the number of solver calls, the total (build +
solve) time and the peak memory usage across all solver calls. The results are summarized
in Table 1 and Fig. 2. As expected, binary search systematically outperforms linear search
for all metrics and the gap increases when the search interval [Ib, ub] grows.

3 More precisely, encoding the linear layer for one round of Fantomas with the direct XOR encoding
results in 128 clauses vs. a significantly larger 3328 clauses with the indirect XOR encoding.
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Table 1: Performances of binary and linear searches on Fantomas-128.

Binary search Linear search (upwards)
r b wub size N, | calls time(s) mem (MB) | calls time (s) mem (MB)
2 8 8 1 8 1 - - 1 - -
3 8 12 5 12 3 23 386 5 29 642
4 16 20 5 20 3 6362 758 5 6976 1048
5 16 24 5 24 4 6103 966 9 12094 2049
6 24 32 9 30 3 23048 956 7 23898 1928
7 24 36 13 34 4 104542 1171 11 73465 2860
8 32 44 13 40 4 155230 1980 9 302658 3935
9 32 48 17 46 4 206780 2102 15 1083394 7275
10 40 56 17 52 4 486865 2642 13 1050673 5936
11 40 62 23 58 4 531591 3373 19 1374511 8133
(a) Total solver time (b) Number of solver calls
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Figure 2: Performances of binary and linear searches on Fantomas-128.

5.3 Empirical results for Fantomas-128

Table 2 reports results on the exact minimum number active S-boxes for Fantomas-128 for
up to 16 rounds. The upper part of the table corresponds to previous results that may not
be tight. The lower part of the table reports the mathematical upper bound of Section 3
and the outcomes of our (exact) SAT-based searches with the computing infrastructure
and solvers described above. Regarding the mathematical upper bound, we observe that it
gradually loses tightness as the number of rounds increases (e.g., comparing it with the
truncated search from [GLSV14]), justifying the combination with a tool-based search.
As for the comparison between the truncated search from [GLSV14], we observe that it
matches the results of our SAT-based searches. This is interesting because, as already
mentioned, the FSE 2014 truncated search captures diffusion at the level of column activity
patterns. Hence, it does not enforce the feasibility of corresponding bit-level differential
transitions, and the resulting bounds are not guaranteed to be tight (i.e., may correspond
to activity patterns that cannot be realized as valid differential or linear trails). This is in
contrast with the SAT-based search where the modeling of Section 4 ensures that any
impossible bit-level differences are excluded from the model (i.e., solutions obtained this
way are guaranteed to correspond to valid differential or linear trails). Overall, our SAT
analysis therefore confirms the bounds reported in [GLSV14]. We note that this is specific
to Fantomas-128 and does not extend automatically to any LS-designs.
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Table 2: Bounds on the minimum number of active S-boxes for FANTOMAS-128.

Bound Type Rounds

2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
BNB 8 9 16 17 24 25 32 33 40 41 48 49 56 57 64
TSB 8§ 12 20 24 30 34 40 46 52 H8 64 68 74 80 86
M-UB 8§ 12 20 24 32 36 44 48 56 62 72 77 8 90 96
SAT-B (x-DDT) 8 12 20 24 30 34 40 46 52 58 64 68 74 80 86
SAT-B (x-LAT) 8 12 20 24 30 34 40 46 52 58 64 68 74 80 &6

Notes. BNB: Branch Number Bound [DR20]. TSB: Truncated Search Bound [GLSV14]. M-UB:
Mathematical upper bound (see Section 3). SAT-B: Tight bounds obtained via SAT solvers.

6 Application to a 32-bit L-box

As mentioned by the authors of [GLSV14], the truncated search method does not scale well
starting from matrices of size 16-bits, since building all possible truncated transitions for
even a single 16-bit L-box is computationally intensive. More recently, Leurent and Pernot
noted that the truncated state search does not support 32-bit words [LP24]. Interestingly
the SAT-based method in Section 4 models bit-level differential (or linear) transitions
directly via the »-DDT (or x-LAT) clauses. Hence, this method scales better to larger sizes.
The cost of solving the model naturally grows with the round count and the state size, but
the construction step itself does not run into a similar bottleneck as the truncated state
search. In this section, we therefore illustrate the applicability of the SAT-based approach
on an exemplary s X £ =4 x 32 = 128-bit instance of an LS-design cipher.

For the linear layer, we use a 32-bit right-circulant L-box 0xc£3000a4 with a branch
number B(L) = 12. For the S-box layer, we do not commit to a specific 4-bit S-box and

instead rely on the generic modeling steps for a bijective S-box as discussed in Section 4.1.

This corresponds to studying the minimum number of S-boxes that must be active in
any LS-design built around this L-box, regardless of the choice of an S-box. The L-box
generation, branch number and upper bound computation via Prange’s algorithm are all
steps carried out using Leurent and Pernot’s implementation discussed in [LP24].

Table 3: Bounds on the minimum number of active S-boxes for a 4 x 32-bit LS-design.

Bound Type Rounds

2 3 4 5
BNB 12 13 24 25
M-UB 12 18 30 37

SAT-B (Bijective S-box) 12 18 30 37

As we can see in Table 3, the results obtained for the minimum number of active S-boxes

using the SAT search match the mathematical upper bounds obtained from Theorem 1.

Therefore, for the tested numbers of rounds, the mathematical upper bound is tight for
this instance of cipher with a 32-bit right circulant L-box. As discussed in [LP24], the
linear codes associated to the circulant L-boxes their implementation gives are quasi
cyclic (i.e., double-circulant) codes. These codes are known in coding theory to have good
properties. Finding whether the tightness of the mathematical upper bounds is directly
connected to the quasi-cyclic structure of the linear codes is an interesting scope for further
investigation.
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7 Conclusion

Analyzing the security of symmetric cryptographic primitives like block ciphers is difficult
and error-prone. In this paper, we show that the conceptual simplicity of LS-designs
allows deriving mathematical bounds and obtaining efficient tool-based results for the
minimum number of active S-boxes in differential and linear trails. This consolidates the
understanding of their robustness against linear and differential cryptanalysis and leads
to the following two directions for further research. On the tool side, our results for now
focus on the minimum number of active S-boxes in linear and differential trails. A natural
next step would be to look for trails with high probability, which is expected to be more
computationally intensive. Hence, one could use the trails obtained from our analysis
in order to try restricting the search space by pruning impossible paths. On the design
side, our results could facilitate the investigation of new LS-design instances operating
on larger states (e.g., for permutation-based designs). The interleaved L-boxes proposed
in [BBB"20] and extended in [LP24] appear as relevant candidates for this purpose.
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